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(54) INFORMATION DISTRIBUTER AND INFORMATION RECEIVER 

(57)Abstract: 

PROBLEM TO BE SOLVED: To lessen the danger that an illegal user decodes 
encrypted information or copies an encryption key in the case that encrypted 
information is distributed to a large number of users. 
SOLUTION: An encryption generating section 101 receives transmission 
information and an encryption key and encrypts the transmission information and 
provides an output of the result. A broadcast transmission section 102 receives 
the encrypted information and broadcasts the information to a large number of 
unspecified persons. A center side communication section 104 receives the 
encryption key and sends it to a communication channel. A terminal equipment 
side communication section 104 receives the encryption key through the 
communication channel and provides an output of it. A broadcast reception 
section 1 05 receives the broadcast encrypted information and provides an output 
of it. A decoding section 1 06 receives the encrypted information and the 
encryption key and provides an output of decoded information but is not operative 
when the section 1 06 receives no encryption key. 



CLAIMS 



[Claim(s)] 

[Claim 1]An information distributing device which enciphers and distributes 



informationcomprising: 

A cipher generation means which obtains information and an encryption key and 
enciphers said information. 

A broadcast transmitting means which broadcasts information including said 
enciphered information. 

An encryption key transmitting means which transmits said encryption key through 
a channel. 

[Claim 2]An information distributing device which enciphers and distributes 
informationcomprising: 

A cipher generation means which obtains information and an encryption key and 
enciphers said information. 

A broadcast transmitting means which broadcasts information including said 
enciphered information. 

A collation information transmitting means which transmits collation information 
containing said encryption key through a channel. 

[Claim 3]An information reception device which receives information enciphered 

with an information distributing device of claim 1 comprising: 

A broadcast receiving means which receives information including enciphered 

information. 

An encryption key reception means which receives said encryption key through a 
channel. 

A decoding means which decodes said information which obtained said enciphered 
information and said encryption keyand was enciphered. 

[Claim 4]The information reception device according to claim 3 which holds an old 
encryption key until an encryption key with said new encryption key reception 
means is obtained. 

[Claim 5]An information reception device which receives information enciphered 

with an information distributing device of claim 2comprising: 

A broadcast receiving means which receives information including enciphered 

information. 

A collation information reception means which receives collation information 
containing said encryption key through a channel. 

Encryption key separating mechanism which separates said encryption key from 
said collation information. 

A decoding means which decodes information which obtained said enciphered 
information and said encryption keyand was enciphered. 

[Claim 6]The information reception device according to claim 5 with which said 
collation information has a channel control means which performs 
connection/cutting of a channel with said information distributing device based on 
information on this shelf-life including information on a shelf-life of said encryption 



key. 

[Claim 7]An information reception device which receives information enciphered 

with an information distributing device of claim 2comprising: 

A broadcast receiving means which receives information including enciphered 

information. 

A collation information reception means which receives collation information 
containing said encryption key through a channel. 

A collation information output means which outputs said collation information only 
when pertinent information about said enciphered information and said collation 
information are acquiredboth are compared and decoding is permitted. 
Encryption key separating mechanism which separates said encryption key from 
said collation informationand a decoding means which decodes information which 
obtained said enciphered information and said encryption keyand was enciphered. 

[Claim 8]An information reception device which receives information enciphered 

with an information distributing device of claim 2comprising: 

A broadcast receiving means which receives information including enciphered 

information. 

A collation information reception means which receives said collation information 
containing said encryption key through a channel. 

Pertinent information separating mechanism which separates pertinent information 
about said information enciphered from information including said enciphered 
information. 

A collation information output means which outputs said collation information only 
when said pertinent information and said collation information are acquiredboth are 
compared and decoding is permittedencryption key separating mechanism which 
separates said encryption key from said collation informationand a decoding means 
which decodes said information which obtained said enciphered information and 
said encryption keyand was enciphered. 

[Claim 9]Said pertinent information including an information identifier of 
enciphered information said collation informationThe information reception device 
according to claim 8 which makes it conditions which output said collation 
information to include one or more information identifiers of information which can 
be decodedand to contain an information identifier contained in said pertinent 
information in an information identifier by which said collation information output 
means is included in said collation information. 

[Claim 10]Said pertinent information the degree of secrecy of enciphered 
information including a numerical value to express said collation informationThe 
information reception device according to claim 8 which includes a numerical value 
showing the degree of secrecy of information which can be decodedand makes it 
conditions which output said collation information for said collation information 
output means to be below the degree of secrecy by which the degree of secrecy 
contained in said pertinent information is contained in said collation information. 



[Claim 11]The information reception device according to claim 8 which said 
pertinent information includes information which directs a decoding method of a 
codeand said collation information output means controls said collation information 
reception means in accordance with a decoding method of a code contained in 
said pertinent informationand acquires collation information. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]This invention enciphers informationbroadcasts it to many 
and unspecified personsand relates to the information distribution receiving 
system which decodes the enciphered information which only the addressee 
received. 
[0002] 

[Description of the Prior Art]It is common only for what enciphers contents of 
broadcast and has an encryption key to decode a codeand to enable it to get to 
know contents of broadcast to limit an addressee in broadcast. For 
examplecontents of broadcast are enciphered and only the addressee who pays a 
subscription fee needs to enable it to decode a code in paid broadcasting. In order 
to realize thisor it would not prepare conventionally the hardware added to a 
decoding device and would not record an encryption key on thisthe method of 
providing with some or the whole of a decoding device a person with the right to 
decode a code was taken. 

[0003]When what "only a part to have seen is charged for" like paid broadcasting 
is requiredit is desirable that a notice to the rate collection person at the time of 
performing accounting to having performed decoding operation or decoding can be 
performed automatically. For this reasonin the device which decodes a codethe 
device which can tell an information provider certainly that could control the 
conditions by which a code is decoded by the information provider sideor the code 
was decoded is required. It recorded having performed decoding operation 
conventionally for this purpose on hardwaressuch as an IC cardand fee collection 
etc. were performed because an information provider collects these records 
periodically. 
[0004] 

[Problem(s) to be Solved by the Invention]These methods had a possibility that a 
person without the right to decode will decode by the duplicate of a decoding 
device or an encryption keyand the data recorded on the IC card changedand may 
be unable to be charged normally. The cost to the hardware in which others are 
[ being an IC card and ] additionalthe cost which collects the records which 
performed decoding operationetc. startedand it had become a cause of the cost 
hike of pay information providing service. 

[0005]When the purpose of this invention distributes the enciphered information to 



many users simultaneouslythere is a risk of an inaccurate user decoding or 
reproducing an encryption key in providing a small information distributing device 
and an information reception device. 
[0006] 

[Means for Solving the Problem]The 1 st information distributing device of this 
invention is provided with the following. 

A cipher generation means which obtains information and an encryption key and 
enciphers said information. 

A broadcast transmitting means which broadcasts information including enciphered 
information. 

An encryption key transmitting means which transmits an encryption key through 
a channel. 

The 1 st information reception device of this invention is provided with the 
following. 

A broadcast receiving means which receives information including broadcast 
information. 

An encryption key reception means which receives an encryption key through a 
channel. 

A decoding means which decodes information which obtained information and an 
encryption key which were enciphered and was enciphered. 

[0007]In this systemsince a user has always received a code and an encryption 
keyhe can change an encryption key at arbitrary time in the transmitting side. 
Thereforewhen performing distribute information by broadcasting a code to many 
usersa risk of a duplicate and an unauthorized use of an encryption key being 
performed can be made small. 

[0008]According to the embodiment of this inventionan encryption key reception 
means holds an old encryption key until a new encryption key is obtained. 
[0009]Since after disconnection can hold an encryption keyit can continue 
decoding until an encryption key changes nexteven if it cuts a communication line. 
When using a telephone line as a communication linea point of telex rate gold 
reduction to this device is useful. 

[0010]The 2nd information distributing device of this invention is provided with the 
following. 

A cipher generation means which obtains information and an encryption key and 
enciphers said information. 

A broadcast transmitting means which broadcasts information including enciphered 
information. 

A collation information transmitting means which transmits collation information 
containing an encryption key through a channel. 

The 2nd information reception device of this invention is provided with the 
following. 

A broadcast receiving means which receives information including enciphered 
information. 



A collation information reception means which receives collation information 
containing an encryption key through a channel. 

Encryption key separating mechanism which separates an encryption key from 
collation information. 

A decoding means which decodes information which obtained information and an 
encryption key which were enciphered and was enciphered. 

[001 1]As for an information reception deviceaccording to the embodiment of this 

inventioncollation information has a channel control means which performs 

connection/cutting of a channel with an information distributing device based on 

information on this shelf-life including information on a shelf-life of an encryption 

key. Therebyconvenience on employment of a system increases. 

[0012]The 3rd information reception device of this invention is provided with the 

following. 

A broadcast receiving means which receives information including enciphered 
information. 

A collation information reception means which receives collation information 
containing an encryption key through a channel. 

A collation information output means which outputs collation information only 

when pertinent information and collation information about enciphered information 

are acquiredboth are compared and decoding is permitted. 

Encryption key separating mechanism which separates an encryption key from 

collation informationand a decoding means which decodes information which 

obtained information and an encryption key which were enciphered and was 

enciphered. 

[0013]Since it can restrict when an addressee has obtained right pertinent 
information beforehandand it can decodean addressee of information can be 
limited more. 

[0014]The 4th information reception device of this invention is provided with the 
following. 

A broadcast receiving means which receives information including enciphered 
information. 

A collation information reception means which receives collation information 
containing an encryption key through a channel. 

Pertinent information separating mechanism which separates pertinent information 
about information enciphered from information including enciphered information. 
A collation information output means which outputs collation information only 
when pertinent information and collation information are acquiredboth are 
compared and decoding is permittedencryption key separating mechanism which 
separates an encryption key from collation informationand a decoding means which 
decodes information which obtained information and an encryption key which were 
enciphered and was enciphered. 



[0015]According to the embodiment of this inventionpertinent information including 
an information identifier of information enciphered collation informationOne or 
more information identifiers of information which can be decoded are includedand 
a collation information output means makes it conditions which output collation 
information to contain an information identifier contained in pertinent information 
in an information identifier contained in collation information. 
[001 6]According to the embodiment of this inventionpertinent information the 
degree of secrecy of information enciphered including a numerical value to express 
collation informationlncluding a numerical value showing the degree of secrecy of 
information which can be decodeda collation information output means makes it 
conditions which output collation information for the degree of secrecy contained 
in pertinent information to be below the degree of secrecy contained in collation 
information. 

[001 7]It can examine without whether a code is a thing corresponding to an 
encryption keyand decoding. 

[0018]According to the embodiment of this inventionpertinent information includes 
information which directs a decoding method of a codeand a collation information 
output means controls a collation information reception means in accordance with 
a decoding method of a code contained in pertinent informationand acquires 
collation information. 

[001 9]Even when two or more billing addresses of collation information 
existsuitable collation information corresponding to a code can be acquired. 
[0020] 

[Embodiment of the Invention] Nextan embodiment of the invention is described 
with reference to drawings. 

[0021] Drawing 1 is a block diagram showing the composition of the information 
distribution receiving system of a 1st embodiment of this invention. 
[0022]The code generation part 101 which is a cipher generation means receives 
the information for transmissionand an encryption keyand enciphers and outputs 
the information for transmission. The broadcast transmission section 102 which is 
a broadcast transmitting means receives the enciphered informationand 
broadcasts to many and unspecified persons. The center side communications 
department 103 including an encryption key transmitting means receives an 
encryption keyand transmits through a channel. The terminal side communications 
department 104 including an encryption key reception means receives and outputs 
an encryption key through a channel. The broadcast receive section 105 which is a 
broadcast receiving means receives and outputs the broadcast information which 
was enciphered. Although the decoding part 106 which is a decoding means 
receives the information and encryption key which were enciphered and the 
information that it decodes is outputtedit does not operatewhen an encryption key 
is not inputted. Herethe code generation part 101 the broadcast transmission 
section 102and the center side communications department 103 constitute an 
information distributing deviceand the broadcast receive section 105the terminal 
side communications department 104and the decoding part 103 constitute the 



information reception device. 

[0023]Thereforein the system of drawing 1 only while communicating and having 
received the encryption keythe decoding part 1 06 operates. 
[0024]In this systemas long as it corresponds with the code transmitted at that 
timean encryption key may be changed at arbitrary time. Thereforein a 
receiverwhile decoding informationit is necessary to always continue receiving an 
encryption key through a channel. 

[0025]Since it is not necessary to send information to the center side from the 
terminal side as a channelmultiaddress calling besides a general interactive 
communications service can be used. 

[0026]When using the communications service which can check and record that 
the addressee has received like a telephone network as a channel with the device 
on communications networkssuch as a switchboardit can check that the 
addressee has received the encryption key. Thereforewhen charging to 
informationcharge amount can be determined based on a communication history. 
[0027] Drawing 2 is a block diagram showing the composition of the information 
distribution receiving system of a 2nd embodiment of this invention. 
[0028]The information server 201 which is a cipher generation means receives 
information to transmitenciphersand transmits towards the satellite for broadcast 
through the sending set 202 which is a broadcast transmitting means. An 
encryption key is simultaneously sent out to the channel by a dedicated line 
through the modem 203 which is an encryption key transmitting means. The 
receiving set 205 which is a broadcast receiving means receives the electric wave 
from a satelliteand outputs the enciphered information. Simultaneouslythe modem 
204 which is an encryption key reception means receives and outputs an 
encryption key from a channel. The decoding part 206 which is a decoding means 
decodes the enciphered information using an encryption keyand outputs the 
information that it decodes. Herethe information server 201the sending set 202and 
the modem 203 constitute an information distributing deviceand the modem 
204the receiving set 205and the decoding part 206 constitute the information 
reception device. 

[0029]The information server 201 changes an encryption key at arbitrary time. 
Thereforethat a code can be decoded continuously becomes only the information 
reception device connected to the channel. 

[0030]Although the dedicated line was assumed as a channel in the above 
explanationit is usable also in a usual telephone line and CATV circuit. 
[0031 ]It may be made for the terminal side communications department 105 and 
the modem 204 to hold an encryption key even after disconnection. In this 
casedecoding can be continued until an encryption key changes nexteven if it cuts 
a communication line. When using a telephone line as a communication lineit is 
useful from a point of telex rate gold reduction. 

[0032] Drawing 3 is a block diagram showing the composition of the information 
distribution receiving system of a 3rd embodiment of this invention. 
[0033]The function of the code generation part 301 the broadcast transmission 



section 302the broadcast receive section 305and the decoding part 308 is the 
same as the function of the code generation part 101 in drawing 1t he broadcast 
transmission section 102the broadcast receive section 105and the decoding part 
1 06 respectively. 

[0034]The collation information generation part 303 receives an encryption keyand 
generates and outputs the collation information which added arbitrary information 
to the encryption key. The center side communications department 304 which is a 
collation information transmitting means receives collation informationand 
transmits through a channel. The terminal side communications department 306 
which is a collation information reception means receives and outputs collation 
information through a channel. The encryption key extraction part 307 which is 
encryption key separating mechanism receives collation informationand extracts 
and outputs an encryption key. The code generation part 301 the broadcast 
transmission section 302the collation information generation part 303and the 
center side communications department 304 constitute an information distributing 
device hereand the broadcast receive section 305the terminal side 
communications department 306the encryption key extraction part 307and the 
decoding part 308 constitute the information reception device. 
[0035]In this systemthe additional information about an encryption key is included 
in collation informationand it communicates. As additional informationthe time 
when the encryption key was createdthe shelf-life of an encryption keya decoding 
algorithm identifierthe service identifier of broadcast servicea purveyor-of-service 
identifieretc. can be used. When the terminal side communications department 306 
can hold collation informationthe shelf-life of the encryption key is included into 
collation informationand a communication line can be cut until the shelf-life of an 
encryption key goes out with reference to this by the channel control means of a 
receiver. 

[0036] Drawing 4 is a block diagram showing the composition of the information 
distribution receiving system of a 4th embodiment of this invention. 
[0037]The function of the code generation part 401the broadcast transmission 
section 402the collation information generation part 403the center side 
communications department 404the terminal side communications department 
406the encryption key extraction part 408the broadcast receive section 405and 
the decoding part 409respectively The code generation part 301 in drawing 3t he 
broadcast transmission section 302the collation information generation part 303It 
is the same as that of the function of the center side communications department 
304the terminal side communications department 306the encryption key 
extraction part 307the broadcast receive section 305and the decoding part 308. 
[0038]The collating part 407 which is a collation information output means 
receives pertinent information and collation informationand only when collation 
information is compared with pertinent information and decoding is permittedit 
outputs collation information. 

[0039]Herethe code generation part 401the broadcast transmission section 402the 
**** information generating part 403and the center side communications 



department 404 constitute an information distributing deviceand the broadcast 
receive section 405the terminal side communications department 406the collating 
part 407the encryption key extraction part 408and the decoding part 409 
constitute the information reception device. 

[0040]Collation information and the pertinent information can use the information 
in connection with whether decoding of the information enciphered is permitted. 
For exampleonly when the password sent by collation information and the 
password entered by pertinent information are in agreementthe usage of 
permitting decoding is possible. In this casethe password which transmits by 
collation information transmitsafter performing beforehand the operation in which 
inverse transformation is impossibleand if it compares with the result of having 
performed the same operation to pertinent informationthere will be no risk of a 
password being stolen out of collation informationas generally carried out. 
[0041]If connectable [ in the system of drawing 3 ] with a communication line from 
drawing 1 a code can certainly be decodedbut since it can restrict when the 
addressee has obtained right pertinent information beforehand in the system of 
drawing 4 and it can decodethe addressee of information can be limited more. 
[0042] Drawing 5 is a block diagram showing the composition of the information 
distribution receiving system of a 5th embodiment of this invention. 
[0043]The function of the code generation part 501the collation information 
generation part 503the center side communications department 504the terminal 
side communications department 505the encryption key extraction part 509and 
the decoding part 510 each in drawing 4 T he code generation part 401the collation 
information generation part 403the center side communications department 
404the terminal side communications department 406the encryption key 
extraction part 408It is the same as that of the function of the decoding part 409. 
[0044]The broadcast transmission section 502 which is a broadcast transmitting 
means receives the information and pertinent information which were 
encipheredgenerates a broadcasting signal including bothand broadcasts to many 
and unspecified persons. The broadcast receive section 506 which is a broadcast 
receiving means receives and outputs a broadcasting signal. The pertinent 
information separation part 507 which is pertinent information separating 
mechanism receives a broadcasting signaland extracts and outputs a code and 
pertinent information. The collating part 508 which is a collation information output 
means compares pertinent information with collation informationand only when 
decoding is permitted by a comparison resultit outputs collation information. 
[0045]Herethe code generation part 501the broadcast transmission section 502the 
collation information generation part 503and the center side communications 
department 504 constitute an information distributing deviceand the terminal side 
communications department 505the broadcast communication part 506the 
pertinent information separation part 507the collating part 508the code extraction 
part 509and the decoding part 510 constitute the information reception device. 
[0046] Pertinent information is information about the information enciphered. For 
examplethey are an information identifier showing the information included in the 



codea numerical value showing the degree of secrecy of informationetc. On the 
other handcollation information includes decoding permit information [ other than 
an encryption key / pertinent information ]. Decoding permit information is 
information which described the conditions for which an encryption key is used. It 
is a numerical value etc. which express as an example the degree of secrecy of 
the information identifier showing one or more informationor the information which 
can be decoded. 

[0047]If the collation information containing the information identifier from which 
each differs using the collation information generation part 503 two or moreand 
the degree of information hiding is generated and it transmits using a different 
communications channelthe information which can decode a receiver can be 
determined by with which communications channel it connects. 
[0048] Drawing 6 is a block diagram showing the composition of the information 
distribution receiving system of a 6th embodiment of this invention. This system 
acquires the encryption key of the MPEG 2 packet by which scramble encryption 
was carried out in CS broadcasting through a channel. Herea telephone line is 
assumed as a channel. In this systemthe information about the kind of that 
program is broadcast with a program. On the other handin a channelthe kind of 
program which can use the encryption key other than an encryption key is 
transmitted. In a receiverit determines whether decode a code or not according to 
the kind of this program. 

[0049]The timer 601 outputs an encryption key update request for every fixed 
time. The encryption key generation part 602 will generate and output a new 
encryption keyif an encryption key update request is received. The collation 
information generation part 605 adds and outputs the kind of program permitted to 
an encryption key. Drawing 7 is a figure showing an example of the information 
about the kind of program used for collation information. The generated collation 
information is transmitted to a channel through the modem 606. Since it is 
necessary to transmit collation information to two or more users from one 
centermultiple address type communications service is used. The code generation 
part 603 which is a cipher generation means receives an encryption key and MPEG 
numeralsand generates and outputs a code. The CS broadcasting device 604 
which is a broadcast transmitting means receives pertinent information and a 
codeand broadcasts them through a satellite as a broadcast packet. The 
information which shows the genre of the program under present broadcast in the 
same form as drawing 7 is included in pertinent information. The CS receiving set 
608 which is a broadcast receiving means receives the broadcast from a 
satelliteand outputs a broadcast packet. The pertinent information separation part 
61 1 which is pertinent information separating mechanism receives a broadcast 
packetand separates and outputs pertinent information and a code. The reception 
side modem 607 receives and outputs collation information from a channel. The 
collating part 609 which is a collation information output means receives collation 
information and pertinent informationand if the program genre in pertinent 
information is contained in the program genre in collation informationit will output 



collation information. The encryption key extraction part 610 which is encryption 
key separating mechanism extracts and outputs an encryption key from collation 
information. The decoding part 612 which is a decoding means receives a code and 
an encryption keyand outputs the MPEG numerals produced by decoding a code. 
[0050]The timer 601 the key generation part 602the code generation part 603the 
CS broadcasting device 604the collation information generation part 605and the 
modem 606 constitute an information distributing device hereThe modem 607the 
CS receiving set 608the collating part 609the encryption key extraction part 
610the pertinent information separation part 61 land the decoding part 612 
constitute the information reception device. 

[0051] Although the information about the genre of a program was given to 
pertinent information and collation information in the above explanationinformation 
other than a genre can also be given. Drawing 8 is an example which makes 
possible [ decoding ] only the program which gave the list of two or more program 
identifiers to pertinent information at a program identifier and collation 
informationand was shown in the list. Drawing 9 is an example carried out to the 
level of a program with which the level of a program is permitted to pertinent 
information and it permits decoding to collation information by the collation 
information being givenand only the program below the level being decoded. 
[0052]If the telephone number of required multiple address formal ** service is 
included when collation information comes to hand in pertinent information in 
drawing 6 Collation information is automatically acquirable even if two or more 
acquisition places of collation information exist according to the purpose by 
controlling to carry out call origination of the modem 607 to this telephone number. 
[0053] 

[Effect of the Invention]As explained abovethis invention has the following effects. 

(1) Since the invention of claims 1 and 3 can change an encryption key required 
for decoding of a code frequentlywhen it distributes the enciphered information to 
many users simultaneouslyits a risk of an inaccurate user decoding or reproducing 
an encryption key is small. 

[0054] Since it can check that the addressee has received the encryption key 
when it can be checked and recorded with the device on communications 
networkssuch as a switchboardthat the addressee has received like a telephone 
network as a channelwhen charging to informationcharge amount can be 
determined based on a communication history. When this performs paid 
broadcasting using a scrambler/descramblerit makes it possible to charge only a 
part to have seen. 

(2) The invention of claim 4 can realize the function of the system which consists 
of claims 1 and 3 by short hour corresponding. 

(3) Claim 2 and the invention of 5 and 6 can improve the convenience on 
employment of a device by communicating additional informationincluding the 
shelf-life of an encryption keyetc. 

(4) When the invention of claims 2 and 7 decodesit can examine by the addressee 
side whether those who decode are right users. 



(5) The invention of claims 89and 10 can be examinedwithout whether a code is a 
thing corresponding to an encryption keyand decoding. This function can use 
whether decoding is permitted for a certain specific information to a specific 
addressee set in order to specify at the transmitting side. For examplethe user 
who acquires the encryption key through the communications channel of a certain 
fixed charge amount by paid broadcasting can specify to which program it can view 
and listen. 

(6) The invention of claim 1 1 can acquire the suitable collation information 
corresponding to a codeeven when two or more billing addresses of collation 
information exist. 
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[Brief Description of the Drawings] 

[Drawing 1] It is a block diagram showing the composition of the information 
distribution receiving system of a 1st embodiment of this invention. 
[Drawing 2] It is a block diagram showing the composition of the information 
distribution receiving system of a 2nd embodiment of this invention. 
[Drawing 3j lt is a block diagram showing the composition of the information 
distribution receiving system of a 3rd embodiment of this invention. 
[Drawing 4] It is a block diagram showing the composition of the information 
distribution receiving system of a 4th embodiment of this invention. 
[Drawing 5] It is a block diagram showing the composition of the information 
distribution receiving system of a 5th embodiment of this invention. 
[Drawing 6] It is a block diagram showing the composition of the information 
distribution receiving system of a 6th embodiment of this invention. 
[Drawing 7] It is a figure showing the example of the information included in 
collation information in a 5th and 6th embodiment of this invention. 
[Drawing 8] It is a figure showing an example of operation of the information 
included in collation information in a 5th and 6th embodiment of this inventionand 
a collating part. 

[Drawing 9] It is a figure showing an example of operation of the information 
included in collation information in a 5th and 6th embodiment of this inventionand 
a collating part. 
[Description of Notations] 

101 Code generation part 

102 Broadcast transmission section 

103 Center side communications department 

1 04 Terminal side communications department 

1 05 Broadcast receive section 

106 Decoding part 

201 Information server 

202 Sending set 



203 Modem 

204 Modem 

205 Receiving set 

206 Decoding device 

301 Code generation part 

302 Broadcast transmission section 

303 Collation information generation part 

304 Center side communications department 

305 Broadcast receive section 

306 Terminal side communications department 

307 Encryption key extraction part 

308 Decoding part 

401 Code generation part 

402 Broadcast transmission section 

403 Collation information generation part 

404 Center side communications department 

405 Broadcast receive section 

406 Terminal side communications department 

407 Collating part 

408 Encryption key extraction part 

409 Decoding part 

501 Code generation part 

502 Broadcast transmission section 

503 Collation information generation part 

504 Center side communications department 

505 Terminal side communications department 

506 Broadcast receive section 

507 Pertinent information separation part 

508 Collating part 

509 Encryption key extraction part 

510 Decoding part 

601 Timer 

602 Encryption key generation part 

603 Code generation part 

604 CS broadcasting device 

605 Collation information generation part 

606 Modem 

607 Modem 

608 CS receiving set 

609 Collating part 

610 Encryption key extraction part 

611 Pertinent information separation part 

612 Decoding part 
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